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Problem Management and

Related Processes
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Three distinct yet integrated processes 

• Initial findings

• Incident root cause analysis (RCA)

• Problem management



Initial Findings
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• Incident management activity

• Initial findings, which are completed within 24 business 

hours after incident resolution, are provided for all severity 

1 and 2 incident tickets

• Initial findings document the cause(s) of the incident –

providing the customer an explanation of the incident

• When the root cause of the an incident or incidents is 

unknown, a problem record is opened for further 

investigation
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Report contains 

incident information 

with completed initial 

findings



Incident Root Cause Analysis (RCA)
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• Incident management activity

• Initiated by the agency or management for major incidents or 

outages

• Revised incident RCA form has been created

– Provides incident details, root cause and corrective actions to prevent  

recurrence

– Sequence of events or timeline to understand the relationships between the 

event and root cause(s) to prevent recurrence

• The targeted goal is to deliver “customer ready” RCA within eight 

business days



Problem Management
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• Problem management process is to identify and eliminate the 
unknown underlying cause of one or more incidents

• When does this occur?

– Reactive - identifying the underlying causes of incidents in 
order to prevent future recurrences

– Proactive - activities that identify and resolve problems 
before incidents occur by utilizing trending and predictive 
analysis

• Detailed investigation to identify workarounds and permanent 
resolution of problems within the infrastructure

• Output of problem management is a known error record and/or a 
change request to eliminate the problem



Problem Management SharePoint Site
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Links to problem 

management 

process info

Status tracking for 

open RCAs

Status tracking for 

active problems 

Problem ticket information

is available to 

AITRs and ISOs



Problem Management SharePoint Site
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Records can be sorted by 

agency; status information 

is available



Questions?
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Problem Management SharePoint Site: 
https://vashare.virginia.gov/sites/vita2/itp-itil-problem/Lists/Active%20Problems/Active%20Problems.aspx

https://vashare.virginia.gov/sites/vita2/itp-itil-problem/Lists/Active Problems/Active Problems.aspx
https://vashare.virginia.gov/sites/vita2/itp-itil-problem/Lists/Active Problems/Active Problems.aspx
https://vashare.virginia.gov/sites/vita2/itp-itil-problem/Lists/Active Problems/Active Problems.aspx
https://vashare.virginia.gov/sites/vita2/itp-itil-problem/Lists/Active Problems/Active Problems.aspx
https://vashare.virginia.gov/sites/vita2/itp-itil-problem/Lists/Active Problems/Active Problems.aspx

